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Intro

5 Protecting against malicious software or “malware” is one of the
toughest challenges in the computer security field. Yet it is an issue that
affects the everyday life of corporate network administrators and network
users. While the first PC virus appeared in the wild more than 15 years ago,
the problem of viruses, Trojan horses, worms and exploits has only grown.

10 Malware is increasingly prevalent, more and more sophisticated, hence
more and more dangerous each year. With an average of more than 50 new
malicious programs or variants each day, infections have become part of
most system administrators’ life.
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Source: 8th annual ICSA Labs Virus Prevalence Survey.

“If you're connected to the Internet, you're going to periodically get hit by
viruses or worms. There's no evading them. ICSA Labs, which has
conducted the annual survey since 1996, has recorded a continuous rise in
virus encounter rates, with the sharpest jump occurring four years ago, when
the infection rate spiked from 32 encounters per 1,000 per month in 1998 to
80 per 1,000 in 1999.

Ordinarily, virtually flat growth in infection rates would be cause for
celebration, but the survey's respondents tell a different, more worrisome
story.

The overall number of respondents saying the malware problem got
worse in 2002 remained constant from the 2001 survey. However, the
plurality of respondents--40 percent--say the virus problem is getting much
worse, and another 35 percent say it's getting somewhat worse. In the 2001
survey, most said the problem was getting worse, but the proportions were
inverted--32 percent saying much worse and 40 percent somewhat worse
(see Figure 2).

Enterprises' growing frustration with malware seems counterintuitive,
given that there were no outbreaks in 2002 on the scale of Code Red or
Nimda. Still, enterprises dealt with a plethora of minor, but costly virus and
worm problems.”

Source: Information Security Magazine: “Inundated by Infections”, Bridwell and Walsh

In spite of well known limitations, to date Blacklisting still is the most
commonly used protection. The technology hereby presented addresses the
problem of malware in an innovative, simple, yet radical way. It concludes 4
years of research, development and real-scale testing and field
implementation.

“Malware”

First let's recall the meaning of “malware”. malware is any program
designed or modified to intentionally corrupt or steal data from the computer
system or network on which it runs. The reason malware protection is such a
challenge, is that there is no way to programmatically distinguish positive and
negative program actions, other than knowing whether they are ultimately
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wished by the user or not. For example, a program may delete a file because
the user has explicitly asked it to, but a malicious program could also delete
a file against the user’s will. In other words, there is no technical definition of
malicious actions and malware by which anti-virus programs can differentiate
“good” from “bad” — these being defined according to the behavior the user
expects from the program they’re running.

Source of the problem

When a computer user runs a program, it implicitly allows that program
to do everything he, the user, is allowed to do. This is due to the fact that all
modern operating systems run programs with the same access privileges as
the user who started them. Thus, any object, which is accessible to the user,
is also accessible to the programs this user runs. This is where the issue of
trust comes in. When you receive or download a new program, you have two
security choices: 1. Not to run it at all, hence not take any risk; 2. Run it and
allow it to access anything that you, the user, are allowed to access. This is
how malware works.

Now, modern operating systems provide means for authenticating
authorized users with logins and passwords. All local and network files and
resources can be protected by some per-user security mechanism (i.e.
Access Control Lists on Windows platforms). However, trusted users
themselves may endanger the system and network s security by unknowingly
running programs that contain malicious instructions such as viruses, Trojan
horses, malicious macros, malicious scripts and worms. All of the above
programs can compromise computer systems and a company’s
confidentiality by corrupting data, propagating from one file to another, or
sending confidential data to unauthorized persons, despite the user’s will.

Review of incumbent protection techniques

Let's briefly review existing protection techniqgues and their
weaknesses:

a. Signature scanners detect viruses by using a pre-defined list of
"known viruses". They scan files against a blacklist (database of “known
virus signatures”). Each time a new virus variant is found somewhere in the
world, it is added to that database. Virus scanners are very good in
determining viruses precisely and are capable of giving names and technical
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information about detected viruses. However, more and more new viruses
are created every day and the introduction of new and unknown viruses is
growing at an alarming rate. New viruses in many cases are not contained in
the blacklist thus will ultimately infect the user PC. Therefore the main

5 disadvantage of any blacklist type solution is its “detect or miss”
methodology, where undetected malicious code would be considered by the
system as kosher and would infect. The known-viruses list needs to be
constantly updated in order to be effective. As several surveys, including the
annual ICSA virus surveys, show that one of the main reasons infection rates

10 increase every year, is because many users fail to update their anti-virus’
signatures as often as they should.

When did your company last updateits AntiVirus?

15 M Last month
18%

20
W Last week
52%
M Last year
0,
25 22%
M Last 5 years
1%
M Never
30 H No AntiVirus 2%

5%
Source: Zdnet new technologies portal survey of 600 European enterprises
The interval between updates leaves important security gaps. Last but

35 not least, signature-based detection can't do much about hand-crafted
malware; when hackers write programs to attack specific a site, their
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malware’s signature will not be included in the site’s signatures database.
From a security point of view, the use of black lists is flawed by definition.

b. Heuristic detection consists of either scanning or emulating code for
suspicious instructions that are typical to malware, and more particularly
viruses. The advantage of that method is that it does not require having an
exact signature for each virus in order to detect it. However, malware writers
can quite easily avoid or hide those typical instructions by writing their code
in such a way that heuristic scanners will not be able to detect them. Thus,
virus writers rapidly learn to avoid detection. Also, one shouldn’t forget that it
is mathematically impossible to reliably distinguish a good program from a

bad one just by analyzing its code, as
demonstrated by Fred Cohen'.
c. Behavior blockers have a predefined list of
rules to catch virus-like activity. For instance, they
15 can forbid executable file modification. But those
rules are more difficult to establish as the barrier
between legitimate and malicious actions is often
unclear.
d. Code authentication is a method by which
20 software publishers use symmetric keys to let
users confirm that the programs they’re installing
are unchanged and match their original state as
delivered by the publisher. From a security point of
view, this method is extremely reliable. However,
25 the question remains: what should the user do with
all those other, unsigned programs (which are by
far the majority). For now, the only alternative
answer is “don’t execute”.
e. ‘“Sandboxing” is another (marginal)
30 technique, which allows testing suspicious
programs by safely running them in a secure
“sandbox” environment, preventing the tested
program’s from accessing the system or performing certain actions. Unlike
heuristic and signature scanners, it does not have the problem of “detect or
miss”. It is, however, either too restrictive for legitimate programs to run, or
not restrictive enough for protecting against malware. For instance, if you
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configure your sandbox to allow tested programs to create files on your hard-
disk, it may leave dangerous EXE and DLL files behind. However, if you
don't let tested programs create files then legitimate setup programs, self-
extracting files and programs that work with persistent data will simply not be
able to work. Most legitimate programs fail to run and install within a
sandbox. And many other cases exist in which user must choose between
“too restrictive” and “not protected enough” resulting therefore in either poor
protection or more commonly a false positive system whereby an intensive
user or network admin decision making is required. This is why sandboxing
products can only be complementary to anti-viruses.

Introducing BufferZone

After careful review of the above techniques, you'll see that each one is
either simple to use but flawed in its "detect or miss" logic, or more reliable
but rather hard to use in large scale due to false positive or over restriction.
In today’s corporate networks, users naively run viruses and install Trojan
horses that dramatically impact the companys image, IT cost, and data
confidentiality.

Moreover, some companies have a strict policy about illegitimate
software installations, which they cant really enforce. Shareware packages
such as Kazaa or even chat applications may and have provided clean
gateways for adware, spyware and malicious code to penetrate the corporate
network and impact the computers stability.

Hence, traditional AntiVirus solutions are not enough. Today's
corporate environment calls for a solution that allows network administrators
to police network users desktop installations. Whether it is a malicious code
attempt at being installed on the corporate desktop or an illegitimate software
package, the network admin requires the tools to control corporate
application installations. Enabling such level of control while not increasing
but rather decreasing network administrator overhead and exposure is the
challenge we are facing and is core competency of BufferZone.

BufferZone is not a scanner or desktop antivirus. Although running on
the desktop BufferZone is a network policy management and enforcement
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tool that confines untrusted and non legitimate software installation attempts.
BufferZone finds an ideal compromise between security and ease of use for
the corporate network with an emphasis on enhancing the network
administrator control and ownership of the network.

BufferZone should not be confused with a detection system, since it's
not a scanner of any kind. It does not try to guess if a program is malicious or
not. As said above, and as Fred Cohen proved many years ago, guessing
what is a virus or not is impossible to do in a reliable way. Also, BufferZone
protects computers from malware, but it will not remove existing malware at
the time it's installed. Just like any protection, any immune mechanism,
BufferZone considers prevention is better than cure. In fact, the technology is
a security mechanism that addresses the malware problem just like
Windows’s resource ACL mechanism addresses the user rights problem,
and just like Firewalls address the intrusion problem: using basic concept
and rules that ensure integrity.

So how does it work? With BufferZone, all files on the computer’s hard
drive are assigned with a Trust tag. This Trust tag indicates the trust (or lack
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of Trust) the administrator or user put into that program. A program is either
Trusted or Untrusted. Trusted programs can do anything on the hard-disk,
while Untrusted programs can run but cannot modify or delete Trusted files,
resources or processes. They cannot impact the operating system (OS).
Thus, much of what a user will attempt to install will be executed properly
and transparently as long as the installation does not attempt to modify the
OsS.

A Trusted file means two things: 1. As a file, it is protected from
modification by Untrusted programs. 2. As a program, a Trusted program is
allowed to perform any operation within the system. All incoming software is
first inspected against a centralized policy list. If the program is digitally
signed (i.e. by Verisign), or if it is on the administrator s authorization list,
then it is Trusted. Otherwise, programs are considered Untrusted by default.

BufferZone’s technology executes Untrusted programs in a Virtualized
environment, where they can see hard-disk’s files, but cannot modify them.
Whenever they try to modify a resource in the system, the Buffer Zone
simulates the modification for them. Hence, only they will see their
modifications & writings, while other programs, including the Operating
System itself, will not even see those changes.

Difference with sandboxing protections

The question begs however, since most programs do need to access
the hard disk and registry to function properly, how does BufferZone avoid
being too restrictive on Untrusted software? How does it avoid the false
positives which are so typical to sandboxing protections and which both
annoy and prevent users from executing their work? By combining trust
inheritance and virtualization. BufferZone does not simply deny untrusted
programs 1/O operations like sandboxing products do. Instead, thanks to its
patent-pending Buffer Zone, it tracks files and resources created by the
untrusted program, and dynamically adapts its own database and protection
rules accordingly. The outcome is a clear distinction between trusted and
untrusted files that can coexist without hindering each other’s integrity.
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Additionally, sandboxing products are a tool, not a protection. They only
inspect files coming from "suspicious” sources (i.e. e-mail, web) or which are
manually ran in the sandbox. This is insufficient when it comes to protecting
the entire system. BufferZone, on the other hand, functions automatically

5 with all possible entry points. It does not need to recognize new files, it
knows all existing hard-disk files and hence automatically recognizes all
incoming programs.

BufferZone and the network administrator partner in distributing security

10 policies across the network such that all installed files would be either

trusted, untrusted, thus executed without impacting the desktop OS or

completely blocked. Managing a flexible and dynamic white list security
system is BufferZone’s challenge and distinction.

15 Trustware Ltd
2 Hanehoshet St
Tel Aviv, Israel
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